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Carbon monoxide detectors to be required in all commercial buildings
By S. Anthony Gatto, Esq., NYSAR Legal Counsel
On Friday, May 15, 2015, the New York
State Fire Prevention and Building Code
Council approved regulations requiring
carbon monoxide (CO) detectors/alarms in
all new and existing commercial buildings
and restaurants. The regulation requires all
newly constructed commercial buildings or
restaurants to have “hard-wired” CO detectors installed pursuant to the requirements
of the regulation.
According to the regulations, the following
definitions apply to commercial buildings:
• The term “commercial building” means
any new or existing building that is not a
one-family dwelling, a two-family dwelling
or a building containing only townhouses.
• The term “existing commercial building”
means a commercial building that was con-

structed prior to December 31, 2015. For
station/panel much like smoke/fire alarms
the purposes of this definition, a commerin commercial buildings. The only excepcial building shall be deemed to have been
tions for “new commercial buildings” is
constructed prior to December 31, 2015, and
that carbon monoxide detection shall not
shall be deemed to be an existing
be required in a commercial
commercial building, if (i) the
building that is (a) classified,
original construction of such
in its entirety, in Storage Group
New York News
commercial building was comS or Utility and Miscellaneous
pleted prior to December 31,
Group U under Chapter 3 of the
2015 or (ii) the complete appli2010 BCNYS and (b) occupied
cation for the building permit for the origionly occasionally and only for building or
nal construction of such commercial buildequipment maintenance. Furthermore,
ing was filed prior to December 31, 2015.
carbon monoxide detection shall not be
• The term “new commercial building”
required under this section 1228.4 in a commeans a commercial building that is not an
mercial building that is a “canopy” (as that
existing commercial building.
term is defined in the 2010 FCNYS).
All “new commercial buildings” will be
required to install “hard-wired” CO detectors and have them connected to a central

Pre-existing commercial buildings and restaurants (constructed prior to December 31,
See Carbon, page 2

Brokers liable for teams assigning prohibited corporate titles
By S. Anthony Gatto, Esq., NYSAR Legal Counsel
On April 26, 2013, the New York State
Department of State Division of Licensing
Services (DOS) issued an opinion on the
use of corporate titles by associate brokers
and/or salespersons who are not licensed as
a real estate broker. While this area of law
is well settled for brokers, some are of the
opinion that it is not applicable to members
of a team. Some teams are assigning titles to
team members that are prohibited pursuant
to the DOS opinion. Team members that
assign corporate titles within a team would
be subjecting their broker to liability for
violating the Real Property Law.
Teams are not a licensed entity and are
prohibited from acting as such. Some teams
have formed business entities pursuant to

Real Property Law §442. The formation of
such entities is limited to the payment of
commissions only. The business entity is
prohibited from acting as a business entity
as there is no provision permitting it in
the Real Property Law. According to Real
Property Law §442, “it shall be permissible
for a real estate broker to pay any part of
a fee, commission, or other compensation
received to an unlicensed corporation or an
unlicensed limited liability company if each
of its shareholders or members, respectively,
is associated as an individual with the broker
as a duly licensed associate broker or salesman.” Again, the purpose of permitting
licensees to form these business entities is for
the collection of commissions only, nothing
else related to a licensed activity.

Teams should not be assigning corporate
titles to its members (or any other title
identifying the team member as a fictitious
title associated with the team). Doing so will
subject the broker to liability for violating the
Real Property Law.
Below, please find the text of the opinion
from the Department of State addressing
corporate titles. The opinion as it applies to a
brokerage would also apply to a team whose
members are associated with the brokerage.
Section 441-c(1)(a) of the Real Property Law
prohibits “dishonest or misleading advertising.” This phrase is not defined by statute or
regulation. When interpreting the scope of
See Teams, page 2
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Teams continued from page 1
a statute: “It is well settled that …, a court
[or administrative agency] should attempt
to effectuate the intent of the Legislature
(citation omitted), and “not sit in review of
the discretion of the Legislature, or determine the expediency, wisdom or propriety
of its action on matters within its powers”
(citations omitted). The clearest indicator of
legislative intent is the plain meaning of the
statutory text (citation omitted). The words
employed by the Legislature must be given
their natural, ordinary and obvious meanings (citation omitted), and if the words
of a statute have a definite meaning which
involved no absurdity or contradiction, the
court [or agency] has no right to add or
take away from that meaning (citation omitted).” People v. Dorilas, 2008 WL 1902443
(N.Y.Sup.App.Term, April 21, 2008), 2008
N.Y. Slip Op. 28162 at 3.
Because “dishonest” and “misleading” are
not statutorily defined, common meaning
must be applied. “Dishonest” is defined as,
“characterized by lack of truth, honesty, or
trustworthiness.” (Merriam-Webster.com).
“Mislead” is similarly defined as, “to lead
astray” or “give a wrong impression.” (Id.)
When business entities take official action,
including electing or appointing officers,
they are required to do so in accordance with
the law. (See, for example, Business Corporation Law Section 715). Use of a corporate
title indicates that the entity has taken such
action. If an agent advertises falsely that he
or she holds a corporate title, it would be
considered “dishonest” and “misleading”
because doing so would lead the public to
believe that the brokerage entity has appointed or elected the agent as an officer or
to a comparable management position.
If a brokerage has taken action to officially
appoint or elect an agent as a corporate officer, said action must comply with 19 NYCRR
175.22, which prohibits the ownership of
voting stock by real estate salespersons. The
regulation implements Real Property Law
section 441-b(2), which proscribes that a
real estate salesperson’s license shall not be
issued to any officer of a licensed, corporate
real estate broker, a manager or member of
a limited liability company or to a member

of a co-partnership licensed as a real estate
broker. Taken together, these provisions prohibit a real estate salesperson from holding
voting stock or being appointed as an officer in a corporate brokerage, a manager or
membership of a limited liability company
or a member of a partnership.
Although the statute and regulation refer to
“real estate salesperson,” they apply equally
to associate brokers. Real Property Law section 440(2) defines an associate real estate
broker as, “a licensed real estate broker who
shall by choice elect to work under the name
and supervision of another broker…” The
statute also provides that while, “[S]such
individual shall retain his or her license as a
real estate broker… the practice of real estate
sales and brokerage by such individual as an

associate broker shall be governed exclusively by the provisions of this article as they
pertain to real estate salespersons.” Because
the regulations found in Title 19 NYCRR
Part 175 were enacted to implement the
statutory requirements of Article 12-A of the
Real Property Law, references to salesperson,
such as that found in 19 NYCRR 175.22, include by extension associate brokers who, in
accordance with Real Property Law section
440(2), have elected to work under another
broker’s name and supervision.
I am, therefore, of the opinion that brokerages may not provide corporate titles to
agents for marketing or other purposes.
Agents would similarly be prohibited from
falsely advertising that they hold such a position within the brokerage.

Carbon continued from page 1
2015 or where an application for the building permit was filed prior to December 31,
2015) are exempted from the “hard-wired”
requirement and are permitted to use a
carbon monoxide alarm powered solely by
10-year battery power if listed in accordance
with UL 2034. The use of combination carbon monoxide and smoke/fire alarms are
prohibited under the rule.
The rule also sets forth requirements for
monitoring the CO system as well as the
proper placement of CO detecting units.

Real estate licensees need to be aware of
the new requirement and should seek the
assistance of a professional for the placement of CO detectors in existing commercial buildings or restaurants. A copy
of the rule can be found here: http://www.
dos.ny.gov/DCEA/pdf/TextPart1228_
DRAFT_05132015.pdf. The new rule takes
effect on June 27, 2015. Although “new
commercial buildings” are not required
to comply until after December 31, 2015,
“pre-existing commercial buildings” must
be in compliance by the June 27.
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REALTORS® should be wary of third-party short-term rental services
By S. Anthony Gatto, Esq., NYSAR Legal Counsel
Many REALTORS® have inquired about
the use of third-party, short-term rental
services for homeowners. Websites such
as airbnb.com, vrbo.com and homeaway.
com are just a few of many services enabling
homeowners (and some tenants) to rent
out their property on a nightly, weekly or
longer term basis. In some cases, the use
of these third party services are permitted.
However, in many cases, the use of these
services violates the applicable laws, rules
or regulations.

Some mortgages also contain language prohibiting the borrower of an owner-occupied
property from using the property as an
investment by facilitating short term rentals
through one of the services. The use of these
services may violate that provision.

• Check terms of mortgage (use attorney).

REALTORS® should determine the legality
of any short-term rental by consulting with
an attorney. Below, please find some of the
legal issues that will need to be addressed
before using one of the services for a client:

Some licensees are being asked by their client to utilize these services while a property
is listed in order to generate income for the
seller. Licensees need to be fully aware of
any laws, rules or regulations permitting,
limiting or prohibiting the short-term rental
of property.

• Local laws for transient or short term occupancy (use attorney).

REALTORS® should not recommend the
use of these services unless they are 100%
certain that the use is in compliance with
any laws, rules or regulations by a government or homeowners’ association/
condominium board. REALTORS® who
utilize these services contrary to any law,
rule regulation or private restriction may
subject themselves to disciplinary action
by the New York State Department of
State, Division of Licensing Services as
well as a possible civil action by an aggrieved party.

Many municipalities have laws pertaining to the use of property for rental purposes. In some municipalities, all rentals
must be registered and inspected by the
municipality. In others, the operation
of a rental by room where the owner is
also an occupant is deemed to be a bed
and breakfast, requiring special permits.
REALTORS® that are asked to or recommend the use of one of these short-term
rental services need to be aware as to the
legality of such use.
For instance in New York, the Multiple
Dwelling Law prohibits Class “A” Multiple
Dwellings from any rental less than 30 days.
This means that any dwelling unit in a Class
“A” building can only be rented for a term
of 30 days or more in length. Any resident
using these services for short-term rentals
would be in violation.
There may be other issues making the use
of such services contrary to your client’s
best interest. Some leases have prohibitions
on short-term “roommates” or “sublets.”
Homeowners associations and condominium boards may also have rules or regulations prohibiting the use of a residence for
short-term rentals.

• Check with HOA rules (use attorney).
You should not be doing any of these items
for your client.

• Class “A” multiple dwelling (use attorney).
• Have client check with homeowners insurance to increase and/or amend coverage.
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Court denies non-licensees’ claim to fee for sale of real property
By S. Anthony Gatto, Esq., NYSAR Legal Counsel
In two unrelated cases, DSA Realty v. Marcus & Millichap (Supreme Court of New
York, Appellate Division, First Department,
decided May 25, 2015) and Princeridge
Group v. Oppidan, Inc. (United States Court
of Appeals for the Second Circuit, decided
January 21, 2015) two different courts both
found that in order to bring an action to collect a fee or commission for the sale/rental
of real property, one must be licensed as a
real estate broker pursuant to Real Property
Law §442-d.
According to §442-d:
“No person, co-partnership, limited liability company or corporation shall bring
or maintain an action in any court of this
State for the recovery of compensation for
services rendered, in any place in which this
article is applicable, in the buying, selling,
exchanging, leasing, renting or negotiating
a loan upon any real estate without alleging
and proving that such person was a duly
licensed real estate broker or real estate
salesperson on the date when the alleged
cause of action arose.”
In the DSA Realty (DSA) decision, the court
found that DSA, a licensed real estate broker in New York, claims to have referred a
purchaser to Marcus & Millichap (M&M).
DSA further claimed that pursuant to an oral
agreement between the two, DSA is entitled
to half of the brokerage commission earned
by M&M in the sale of the building to the
individual referred by DSA.
As part of the evidence, a letter from Ari
Lifshitz, DSA’s chairman and officer, was
introduced. The letter requested confirmation of a referral fee from M&M and that
“all parties concerned are in agreement that
I introduced you to the purchaser and thus
earned my fee.” M&M submitted additional
evidence showing that Ari Lifshitz is not
licensed to act as a broker or salesperson in
New York. DSA did not dispute this fact. As
a result, the court found that Lifshitz’ letter
prohibited DSA from recovering a referral
fee because Lifshitz, the person who pro-

vided the alleged broker services on behalf
of DSA, is not licensed as required by Real
Property Law §442-d. DSA countered that
Lifshitz was actually operating in a “clerical
fashion” under the direction of the broker,
Jesse Rhinier. The court did not find this
argument compelling as Lifshitz was still
unlicensed while performing a licensed
activity. As a result, DSA was not entitled
to the referral.
In the Princeridge case, Princeridge is an
investment bank demanding a “1.875%
Success Fee” for services it provided in Oppidan’s sale of $100 million in real property.
The court recited the requirements of Real
Property Law §442-d that only a licensed
real estate broker can maintain an action to
recover an unpaid commission. Princeridge
argued that the transaction was not subject
to Real Property Law §442-d.
The court found that there was no dispute
that the dominant feature of the transaction was the transfer of real property. The
court also found that there was no dispute
that the services provided by Princeridge
were in the nature of brokerage services.

Princeridge is not licensed as a real estate
broker and is claiming that they were not
acting as a broker, but rather as a “finder.”
The court then cited a number of cases
(including the NYSAR-supported Futersak
v. Perl) that held Real Property Law §442-d
bars action “if the money sought, or any
portion thereof, is for a finder’s or broker’s
fee” if no license is held and “even if services
rendered are characterized as a those of a
‘finder.’” Furthermore, the court found that
“if real estate is going to be the principal
element involved in the transaction a broker has to have a license and cannot evade
its necessity by referring to the services as
originating or introducing or any other
fantastic term.”
As a result, the court found that Princeridge
was performing a licensed activity while
not being licensed as a real estate broker.
As such, Princeridge was prohibited from
recovering the fee/commission.
As can be seen from the two decisions,
courts continue to deny claims made by
non-licensees involved in the transfer of
real property.

Missed the latest
NYSAR Legal Update
or NYSAR Radio show?
Visit the NYSAR.com
Media Center for videos,
webinars and podcasts
available to download.
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NYSAR Legal Hotline call report
First Quarter 2015
HOTLINE ISSUES
COMMISSION
LICENSE LAW

9%

FAIR HOUSING

24%

CONTRACT
DISCLOSURE

17%

AGENCY
DOS

4%

3%

2%

ARBITRATION

1% 2%
1% 2%

REFERRALS

5%

19%
11%

CODE OF ETHICS
BOARD/ASSOCIATION
MLS
OTHER HOTLINE ISSUE

ISSUES					
COMMISSION			
93		
9%
LICENSE LAW			170		17%
FAIR HOUSING			
33		
3%
CONTRACT			196		19%
DISCLOSURE			109		 11%
AGENCY			
47		
5%
DOS				
22		
2%
REFERRALS			
7		
1%
ARBITRATION			
17		
2%
CODE OF ETHICS		
13		
1%
BOARD/ASSOCIATION
17		
2%
MLS				
40		
4%
OTHER HOTLINE ISSUE
249		
25%
TOTAL ISSUES…………… 1013
The NYSAR Legal Hotline is available to members
by calling 518-436-9727 Monday through Friday from 9 a.m. to 3 p.m.
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National Association of REALTORS® wins trademark dispute
The National Association of REALTORS®
won a trademark dispute against a member’s trademark application for “REALT
OR REALTY.” The decision in NAR’s favor
found that applied-for mark “REALT OR
REALTY” is confusingly similar to NAR’s
REALTOR® trademarks.

the trademarks, the products or services
provided by the parties under their trademarks, and the trade channels for the parties’ products and services.

In this case, NAR opposed a member’s
trademark application for “REALT OR
REALTY” based on a likeliThe proceeding was before the
hood of confusion with NAR’s
National
Case
Trademark Trial and Appeal
REALTOR® trademarks. The
Board (board), the adjudication
member at issue joined NAR in
arm of the United States Patent
2001, owns his real estate firm,
and Trademark Office. The board’s operaand requires that his agents similarly join
tions cover deciding inter partes disputes,
NAR. His company’s advertising materials
including oppositions against trademark
highlight the distinction between member
applications. Oppositions are often brought
and non-member real estate professionals
by trademark owners alleging a likelihood
and promote that members have higher
of confusion, and the proceeding focuses
ethical obligations to consumers than nonon whether the applied-for mark is too
members. The member originally applied
similar to the trademark owner’s, potentially
for “REALTORREALTY” in connection
causing consumer confusion. The board
with “business networking services for
considers a variety of factors when decidlicensed and unlicensed real estate invesing the dispute, including the similarity of
tors and service providers.” The USPTO

rejected the mark as confusingly similar
to NAR’s REALTOR® Marks, and the
member subsequently amended his application to include the spaces in “REALT
OR REALTY.”
NAR opposed the application on February
15, 2013. The Notice of Opposition argued
that “REALT OR REALTY” is confusingly
similar to NAR’s REALTOR® trademarks
because: (1) it incorporates the REALTOR®
mark in its entirety and shares a close phonetic similarity; (2) the parties’ respective
services and trade channels overlap; and
(3) NAR’s REALTOR® Marks are entitled to
broad protection given their strength and
NAR’s extensive use.
The board agreed with NAR’s arguments.
The board found that the space between
the syllables “REALT” and “OR” in “REALT OR REALTY” did not diminish the
See Trademark, page 9

Massachusett’s court affirms saleperson’s independent contractor status
Massachusetts’s highest court has considered
whether a broker could classify salespeople
as independent contractors pursuant to
the state license law, rather than applying
the state’s independent contractor statute.
A group of real estate salespeople who
were formerly associated with a group of
collectively owned real estate brokerages
(collectively, brokerages) brought a class
action lawsuit against the brokerages for
allegedly misclassifying the salespeople
as independent contractors instead of
employees. Based on this alleged misclassification, the salespeople claimed that
there were violations of the state’s wage
payment laws, including minimum wage
and overtime requirements, and other
penalties for the misclassification.
All of the salespeople were involved in the
sale or leasing of apartments while they
were associated with the brokerages. The
salespeople only received payment from

commissions earned through successful
transactions, and they had to pay a monthly
desk fee to the brokerage. They also had
to spend a certain amount of time in the
office answering the phone and showing
prospective clients apartments. The salespeople were also required to undergo
specified training, adhere to a dress code,
and could be subject to discipline if they
failed to meet their productivity targets.
The trial court ruled that a provision in the
state’s license law allowed the brokerages to
properly classify the salespeople as independent contractors, irrespective of the language
in the state’s independent contractor statute. The salespeople appealed this ruling.
The Superior Judicial Court of the Commonwealth of Massachusetts affirmed the ruling
in favor of the brokerages. The court first
considered the differing requirements found
in the state’s independent contractor classification statute and the real estate license laws.

The state’s independent contractor statute is
designed to protect individuals from being
classified as an independent contractor when
they are in fact an employee. An individual
is presumed to be an employee unless the
following factors can be demonstrated: the
individual is free from control and direction in connection with the service he/
she is providing; the service provided is
outside the usual course of business for the
entity; and the individual is independently
engaged in the trade or profession for the
service provided. If an employer misclassifies an individual as an independent
contractor, there are civil and criminal penalties that may be imposed including fines.
The real estate license laws create two classes
of licensees: brokers and salespeople. Brokers and salespeople both participate in
the selling or leasing of property, but only
brokers can receive a commission and
salespeople are required to be affiliated with
See Salesperson, page 7
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FCC strengthens consumer protections against unwanted calls and texts
On June 18, 2015, the Federal Communications Commission adopted a proposal to protect consumers against unwanted robocalls
and spam texts. In a package of declaratory
rulings, the FCC affirmed consumers’ rights
to control the calls they receive. As part of
this package, the FCC also made clear that
telephone companies face no legal barriers to allowing consumers to choose to use
robocall-blocking technology.
The rulings were informed by the thousands
of consumer complaints about robocalls the
FCC receives each month. Complaints related
to unwanted calls are the largest category of
complaints received by the FCC, numbering
more than 215,000 in 2014.
The action addresses almost two dozen petitions and other requests that sought clarity on
how the FCC interprets the Telephone Consumer Protection Act (TCPA), closing loopholes and strengthening consumer protections
already on the books. The TCPA requires prior
express consent for non-emergency autodialed,
prerecorded, or artificial voice calls to wireless

Salesperson

phone numbers, as well as for prerecorded telemarketing calls to residential wireline numbers.

Additional highlights for wireless consumers include:

The rulings provide much needed clarity
for consumers and businesses. Highlights
for consumers who use either landline or
wireless phones include:

• Affirming the law’s definition of autodialer – “Autodialer” is defined in the act
as any technology with the capacity to
dial random or sequential numbers. This
definition ensures that robocallers cannot skirt consumer consent requirements
through changes in calling technology
design or by calling from a list of numbers.

• Green light for “Do Not Disturb” Technology – Service providers can offer robocallblocking technologies to consumers and
implement market-based solutions that consumers can use to stop unwanted robocalls.
• Empowering consumers to say “stop” –
Consumers have the right to revoke their
consent to receive robocalls and robotexts in any reasonable way at any time.
• Reassigned numbers aren’t loopholes – If a
phone number has been reassigned, companies must stop calling the number after one call.
• Third-party consent – A consumer whose
name is in the contacts list of an acquaintance’s phone does not consent to receive
robocalls from third-party applications
downloaded by the acquaintance.

continued from page 6

a broker. The license law provides that salespeople can be affiliated with brokers either
as employees or as independent contractors,
and brokers are required to maintain a degree of supervision over their salespeople.
Using the rules of statutory construction, the
court found that the license law controlled
the relationship between the broker and the
salespeople, and so affirmed the ruling in favor
of the brokerages. The two statutes were in
conflict, since the license law required broker
supervision of the salespeople yet allowed them
to operate as independent contractors, while
the independent contractor statute demands
that the independent contractor not be involved
in the usual business of the entity and also be
individually established in the trade or business for which they are providing the service.
Since it would be impossible for a salesperson
to satisfy both statutes, the court found that
the real estate license law should control because that statute is specific to the real estate

industry, whereas the other statute was more
general. The court also found that it would
be unfair to potentially subject brokers to
criminal penalties when they are following
the express language of the state’s license law
allowing them the ability to classify their
salespeople as independent contractors.
Therefore, the court entered judgment in favor of the brokerages because the salespeople
could not allege misclassification under the
state’s independent contractor statute.
Monell v. Boston Pads, LLC, No. 11661
(Mass. June 3, 2015). [Note: This opinion is
not published in an official reporter and therefore should not be cited as authority. Please
consult counsel before relying on this opinion].
Editor’s Note: Special thanks to Mike McDonagh, General Counsel for the Massachusetts Association of REALTORS®, for alerting
NAR Legal Affairs to this decision. Reprinted
with permission from The Letter of the Law,
©National Association of REALTORS®.

• Text messages as calls – The FCC reaffirmed that consumers are entitled to the
same consent-based protections for texts as
they are for voice calls to wireless numbers.
• Internet-to-phone text messages – Equipment used to send Internet-to-phone text
messages is an autodialer, so the caller
must have consumer consent before calling.
• Very limited and specific exemptions
for urgent circumstances – Free calls or
texts to alert consumers to possible fraud
on their bank accounts or remind them of
important medication refills, among other
financial alerts or healthcare messages, are
allowed without prior consent, but other
types of financial or healthcare calls, such
as marketing or debt collection calls, are not
allowed under these limited and very specific
exemptions. Also, consumers have the right
to opt out from these permitted calls and
texts at any time.
The actions make no changes to the DoNot-Call Registry, which restricts unwanted
telemarketing calls, but are intended to build
on the registry’s effectiveness by closing
loopholes and ensuring that consumers are
fully protected from unwanted calls including those not covered by the registry.
By taking action, the FCC is embracing the
opportunity afforded by the 23 requests for
clarification of the law to clearly stand with
consumers against unwanted calls.
Editor’s Note: This is an unofficial announcement of Federal Communications
Commission action. Release of the full text
of a Commission order constitutes official
action. See MCI v. FCC. 515 F 2d 385 (D.C.
Circ 1974).
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DOS publishes 1Q 2015 ALJ decisions
The Department of State, Division of Licensing Services (DOS) receives complaints about
real estate licensees. The DOS investigates
the complaints and if they are found to have
merit, a licensee may be subject to a hearing
before an administrative law judge (ALJ) to
determine whether the licensee violated any
law, rule, regulation or other duty expected
of a licensee.

how to avoid having a complaint filed against
you. Full copies of the decisions are available in
the Legal Resources section of NYSAR.com via
the court and DOS decisions link.

The following citations refer to DOS decisions
before an administrative law judge. Each decision provides a brief description regarding
the subject matter of the violation(s) being
heard before the administrative law judge.

• 16 DOS 15 misstatement on application

• 33 DOS 15 misstatement on application

• 97 DOS 15 failure to return escrow, failure to
cooperate with DOS, failure to satisfy judgment

NYSAR is providing this information to REALTORS® in an effort to better educate our
members as to what constitutes a violation, and

• 34 DOS 15 misstatement on application

• 133 DOS 15 license denial

• 35 DOS 15 misstatement on application

• 172 DOS 15 misstatement on application

The following are the first quarter 2015
ALJ decisions:
• 11 DOS 15 license denial

• 32 DOS 15 misstatement on application

• 57 DOS 15 misstatement on application
• 63 DOS 15 misstatement on application
• 65 DOS 15 license denial
• 71 DOS 15 misstatement on application,
failure to cooperate with DOS
• 86 DOS 15 misstatement on application
• 96 DOS 15 license denial

Wire fraudsters targeting real estate transactions
In recent months, real estate professionals
have reported an upswing in a particularly
insidious wire scam. A hacker will break into
a licensee’s email account to obtain information about upcoming real estate transactions.
After monitoring the account to determine
the likely timing of a closing, the hacker will
send an email to the buyer, posing either as
the title company representative or as the
licensee. The fraudulent email will contain
new wiring instructions or routing information, and will request that the buyer send
transaction-related funds accordingly. Unfortunately, some buyers have fallen for this
scheme, and have lost money.
A possible red flag to be aware of, and to alert
clients to, is any reference to a “SWIFT wire”
transaction, a term that indicates an overseas
destination for the funds. However, unlike
many other email-based “phishing” schemes,
this particular manifestation appears to be
more sophisticated and less recognizable as
fraud. The communications do not contain
the typical grammatical or stylistic oddities
that are often present in scam emails. In
addition, because the perpetrator has been
monitoring the licensee’s email account, the
fraudulent communication may include detailed and accurate information pertaining to

the real estate transaction including existing
wire and banking information, file numbers,
and key dates, names, and addresses. Finally,
the emails may come from what appears to be
a legitimate email address, either because the
thief has successfully created a sham account
containing a legitimate business’s name, or
because he or she is sending the email from
a truly legitimate – albeit hacked – account.
Be aware, also, that this particular scheme is
only one of many forms of online fraud being perpetrated against real estate licensees
and their clients. In protecting all parties to
a real estate transaction from cybercrime,
real estate professionals should consider the
following guidance.

Prevention
The best line of defense against fraudsters
is to make sure that all parties involved in a
real estate transaction implement security
measures before a cyberattack occurs. These
measures include:
• Never send wire transfer information
via email. For that matter, never send any
sensitive information via email including
banking information, routing numbers,
PINS, or any other financial information.

• Inform clients from day one about your
email and communication practices, and alert
them to the possibility of fraudulent activity.
Explain that you will never send, or request
that they send, sensitive information via email.
• Prior to wiring any funds, the wirer should
contact the intended recipient via a verified
telephone number and confirm that the
wiring information is accurate. Do not rely
on telephone numbers or website addresses
provided within an unverified email, as
fraudsters often provide their own contact
information and set up convincing fake
websites in furtherance of their scheme.
• If a situation arises in which you have no choice
but to send information about a transaction
via email, make sure to use encrypted email.
• Security experts often recommend “going
with your gut.” Tell clients that if an email
or a telephone call ever seems suspicious or
“off,” that they should refrain from taking
any action until the communication has been
independently verified as legitimate. When
it comes to safety and cybersecurity, always
err on the side of being overly cautious.
• If you receive a suspicious email, do
not open it. If you have already opened
it, do not click on any links contained
See Wire, page 9
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CFPB delays ‘Know Before You Owe’ mortgage rule
On June 17, 2015, Consumer Financial
Protection Bureau (CFPB) Director Richard
Cordray issued the following statement on
the Know Before You Owe mortgage disclosure rule:
“The CFPB will be issuing a proposed
amendment to delay the effective date of the
Know Before You Owe rule until October 1,
2015. We made this decision to correct an
administrative error that we just discovered
in meeting the requirements under federal

law, which would have delayed the effective
date of the rule by two weeks. We further
believe that the additional time included
in the proposed effective date would better accommodate the interests of the many
consumers and providers whose families will
be busy with the transition to the new school
year at that time.”

NYSAR offers
a variety of
legal resources at
NYSAR.com.

The public will have an opportunity to comment on this proposal and a final decision is
expected shortly thereafter.
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in the email. Do not open any attachments. Do not call any numbers listed
in the email. Do not reply to the email.
• Clean out your email account on a regular
basis. Your emails may establish patterns in
your business practice over time that hackers
can use against you. In addition, a longstanding backlog of emails may contain sensitive
information from months or years past. You
can always save important emails in a secure
location on your internal system or hard drive.
• Change your usernames and passwords
on a regular basis, and make sure your
employees and licensees do the same.
• Ne v e r u s e u s e r n a m e s o r p a s s words that are easy to guess. Never, ever use the password “password.”
• Make sure to implement the most up-todate firewall and anti-virus technologies in
your business.

Damage control
If you believe your email or any other account has been hacked, you should take the
following steps:
• Immediately change all usernames and
passwords associated with any account that
you believe may have been compromised
or otherwise made vulnerable by the attack
• Contact any clients or other parties
who may have been exposed during the
attack so that they take appropriate action. Remind them not to comply with
any requests from an unverified source.

• Report any fraudulent activity to the
Federal Bureau of Investigations via their
Internet Crime Complaint Center. More
information can be found here: http://
w w w.fbi.gov/s cams-s afety/e-s cams.
• Brokers should report any fraudulent
activity to their state or local REALTOR®
association so that the associations can send
out alerts or take other appropriate action
including contacting NAR.
This advice is not all-inclusive, and real estate
practitioners should work with IT and cybersecurity professionals to ensure that their email
accounts, online systems, and business practices are as secure and up-to-date as possible.

Visit the Legal
section for Legal
Hotline FAQs,
sample legal forms,
the Broker’s
Reference Manual
and more.

Editor’s Note: Reprinted with permission
from realtor.org.

Trademark
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visual and phonetic similarity to REALTOR®. Moreover, the term “REALTY” in
“REALT OR REALTY” is indistinctive
because the term generically describes
the parties’ real estate services. The board
further found that the parties’ services
overlap and target the same consumers, as
NAR also offers networking opportunities
related to real estate investment and both
parties target licensed real estate professionals. Ultimately, the board decided that
the record on whole established a likelihood of confusion between “REALT OR

REALTY” and NAR’s REALTOR® trademarks.
National Association of REALTORS ® v.
Nelis, Opp. No. 91209482 (TTAB May
13, 2015).
Editor’s Note: This opinion is not a precedent of the Trademark Trial and Appeal
Board. Please consult counsel before relying
on this opinion. Reprinted with permission
from The Letter of the Law, ©National
Association of REALTORS®.
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